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Vulcan Cyber
Remediation Orchestration

From vulnerability found,
to vulnerability fixed.
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Why Vuilcan Cyber?
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Top Talent &
Unique Expertise

Yaniv Bar-Dayan Tal Morgenstern Roy Horev
CEO & Co-founder CPO & Co-founder CTO & Co-founder

Noa Kramer Nevo Laron Rhett Glauser
Head of People & VP of Customer VP of Marketing
Operations Success
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Fixing Vulnerabilities is a Higher Priority Than Ever, Yet
Most Breaches Still Involve Unsolved Vulnerabilities

99%

of vulnerabilities exploited
in 2020 will be previously
known to security teams

VUL Sources: Gartner, Unit42, Secunty Boulevard

Time to exploit
reduced from
30 days to

/7 days
.l

60%
of breaches in 2019

involved unpatched
vulnerabilities

80%

of public exploits are
published before

their CVEs



Fixing a Single Vulnerability Requires Complex
Processes and Way Too Much Time

Security teams coordinate with IT and DevOps teams
to fix each vulnerability, one at a time:
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Scan & discover ‘ Consolidate & prioritize \ Research & identify _ Collaborate with the . Manage & analyze
vulnerabilities vulnerabilities the right solution vulnerable asset owner the fixing process, and
and its business & provide relevant data handle rejections
impact
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Fixing a Single Vulnerability Requires Complex
Processes and Way Too Much Time

\/ Today’s tools don’t help get fix done:
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Scan & discover Consolidate & prioritize Research & identify Collaborate with the Manage & track

vulnerabilities vulnerabilities the right solution vulnerable asset owner the fixing process, and
and its business & provide relevant data handle rejections
impact

Vulnerability management tool focus today Manual, complex & resource-intensive
(existing vulnerability management tools don't help)
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Now imagine trying to fix thousands of vulnerabilities. ..

Not Possible Until We Scale Remediation
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The Vulcan Cyber Vision

Get Fix Done
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Defining Vulnerability Remediation Maturity 0
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REACTIVE
Manage vulnerabilities
on a case-by-case basis

i

" VUL

VUL

DATA-DRIVEN

Driving actionable insights
from vulnerobility, asset
threat and remediation data

.

ORCHESTRATED

Remediate vulnerabilities
at scole and speed
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TRANSFORMATIVE

Rally business and
product stakeholders

around cyber-hygiene




Give security and IT operations teams the exact priorities,
remedies & automation they need to fix at scale.

OrchestratT & Analyze

Prioritize Remedy
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Delivering Remediation When Vulnerability
Management Falls Short

Scan data Ticketing Deployment, Patch and
Configuration Management
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Vulcan Free and Remedy Cloud Free

The most-comprehensive collection of freemium cyber security tools for risk-
based vulnerability management, prioritization, and remediation intelligence.
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Priortize Patches Workarounds Configurations
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