medcrypt

HELPS MEDICAL DEVICE MANUFACTURERS BUILD DEVICES THAT ARE SECURE BY DESIGN



MEDICAL DEVICE MANUFACTURERS
ARE BEING REJECTED BY THE FDA AND
HOSPITALS FOR CYBERSECURITY FAILURES
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THE COMMON DENOMINATOR AMONG THESE MODALITIES:
CYBERSECURITY-DRIVEN RECALLS

Total MDM Market
Diagnostic Imaging
Patient Monitoring
Anesthesia / Respiratory
Diabetes

Radiation Oncology
Drug Infusion
Neurostimulation

CRM

Surgical robotics

$521B

$94B
$37B
$34B
$19B
$6.8B
$5B

$4.5B
$4.4B
$3.6B




DEVICE MANUFACTURERS NEED TO
SECURE S1T OF NEW AND LEGACY
MEDICAL DEVICES IN THE NEXT 3
YEARS

APRIL 7, 2022: THE FDA’S MUST-HAVE FEATURES

@ Secure by Design

«J] Cryptographic Signatures

Device Monitoring

/\ Vulnerability Management
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FDA official: Draft cybersecurity
guidance has 'teeth’

Not following the guidance in premarket submissions means potential delays

for device makers, said Suzanne Schwartz, director of CDRH's Office of Strategic

Partnerships and Technology Innovation. T
How the medtech
industry is navigating
o i i g e ms o the ?pike in at-home
Senior Editor tEStll'.lE
With the rising demand for rapid at-

home coronavirus tests, medtechs are
looking to sell over-the-counter and
direct-to-consumer dingnostics for a

myriad of diseases beyond COVID-1%

Learn the latest in this Trendline,

Get the free newsletter

Subscribe to MedTech Dwve for top
néws, rends & analysis




MEDCRYPT ALLOWS MEDICAL DEVICE MANUFAGTURERS
T0 BUILD DEVIGES THAT ARE SECURE BY DESIGN.
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e Generates SBOM |
e Supports multiple formats e
e Monitors vulnerability per SBOM version P
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¢ Tracks dependencies across device platforms
e |dentifies vulnerabilities and affected devices
¢ Forensically links vulnerabilities & device cavtnias Dide
e Works on new, existing, and embedded

devices S
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Behavior Monitoring

e Enables postmarket monitoring

e Captures security event data and device
metadata

¢ Analyzes and alerts
e Supports intermittent connectivity

e Determines if a vulnerability is being
exploited

e Works on new, existing, and embedded
devices
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CANARY
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(@)@ & GUARDIAN

Cryptography

/* finding channel in system */

medcrypt: :Coordinates coordinates = {"MyServiceNome", "BoseSession”, "MyChannelName™};
medcrypt: :ChannelGuard* my_channel ;

status = my_guardian->FindChannelGuard(coordinates, my_channel);

/* sending data */

std: :string tx_buffer = "my data goes here";
my_channel->DataForChannel(tx_buffer);
my_guardian.Run(J;

Easy to use API
Proven Crypto

Unique device key pairs el e
Customizable certificate management mgresalubegt ol BTSRRI
Wide platform support

e Works on new, existing, and embedded
devices
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MEDICAL DEVICE
CYBERSECURITY

Medi5AC = an  organization, composez of
mambers of the madical device community, that i
dedicated to improving the secusdity of medica
devices through educatior, awaraness ard
acvccazy

MedISAC provides oybersecurity  irformation

sharirg, education and tecls milormade for the
rmadical cevics ndustry

e FDA incentivizes ISAO membership MASACH W sppemiae. IO i T
e MedISAQ is the only MDM-focused ISAO

e Provides MedCrypt tremendous sales
pipeline
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e
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TEAM HIGHLIGHTS

MIKE KIJEWSKI

SOLD TO VARIAN

SETH CARMODY

FMR FDA CYBERSECURITY
LEAD
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FOUNDER OF GAMMA BASICS,

- »

ERIC PANCOAST

FOUNDER OF GAMMA BASICS,

SOLD TO VARIAN

AXEL WIRTH

FMR SYMANTEC HEALTHCARE
LEAD

VIDYA MURTHY

FMR BECTON DICKINSON
CYBERSECURITY

SHANNON LANTZY

FMR BOOZ ALLEN HAMILTON

21



SUMMARY

* NEW FDA CYBERSECURITY RULES RELEASED APRIL 2022

* MEDCRYPT'S TOOLS HELP MED DEVICE MANUFACTURERS BUILD PRODUCTS THAT ARE
SECURE BY DESIGN, AVOIDING RECALL & REGULATORY/ CUSTOMER REJECTION

* 99 CUSTOMERS, INCLUDING 3 OF THE TOP 5 MDMS

*TEAM INCLUDES FORMER FDA, SYMANTEG, MEDTRONIC, BECTON DICKINSON, VARIAN,
LOCKHEED, AND BOEING

» RAISED S14M TO DATE FROM SECTION 32, JOHNSON & JOHNSON, Y COMBINATOR,
ENIAC, AND OTHERS

medcrypt



medcrypt



Browse the best pitch
deck examples.

Brought to you by bestpitchdeck.com —
the world’s largest library of pitch decks:
hundreds of winning presentations from
leading startups, updated every week.

Read more >

Follow us L 4 DM




